Asian Journal of Technology and Management Research (AJTMR) [ISSN: 2o Volume 06 Issue 01, Jun 2016

An EnhancedMulti -Modal Biometric System for Secure User

|dentification
Ahmad Tasnim Siddiqui Dr. Vaibhav Bansall
Research Scholar OPJS University, Associate ProfesseiCSE
Churu, Rajasthan, India OPJS University,
Email: tasnim5@vahoo.com Churu. Raiasthan. India

Abstract: A biometric system is amethodologicalsystem that uses information about a person teecognize
that person. Biometricsystems focusingompletelyon the identification of humans have become the major
kind of bi ometr i c s yBiametrts machinésdava gifierent tethniguesa db.the
verification first is the physical verification in which fingerprint recognitions, face recognition, retina
recognition etc. have done second one is the behavioral recognition in which voice recognition, signature
recognition have doneUnimodal biometrics systens have lots of problem fore.g.noisy sensor data lack of
invariant representation etc. These problems lead to the use ofultimodal biometrics. In this paper our
objective is to increase the performance of multimodal biometric and to provide security of biometrics
template stored in the database and the performancef multimodal biometrics can be increased by
extracting the features @ fingerprint and iris at feature extraction level and security provided using the
method of fused images encryption using AES technique and then matching is done to confirm the
encryption also.

Keywords Biometric system, physical characteristics basedethniques, behavioural characteristics based
techniques, fingerprint recognition, sensor module feature extraction, sensor module, finger print
identification.

I. INTRODUCTION

1.1 Definition of biometric system:

Biometrics is the science of establishing the identity of an individependon the physical, chemical or
behavioral attributes of the person. Biometric systems are more convenient than traditional authentication
techniques since there is no passwortbeédorgdten or smart card to be lost][Biometric-basedverification
systems represent a valid alternative to conventional approachés fiié subscriptionpr o c e s s, user 6s
biometric sample(s) are collected, assessed, processed, and stavaddiog use in a biometric system. In
verification mode (1:1 matching process) the user claims an identity and the system verifies whether the claimant
isaccurateor f r aud. I f the userds i nput and t hesimiaetynpl ate o
then the claim is accepted esrrect.Ot her wi se, the c¢claim is rejected and
l dentification mode (1: N matching process) the wusero6
registeredn the catabase and the identity of the person whose template has the highest degree of similarity with
the userthebi o mptut i ¢ s s if the higinesdt similaritytbgtweén the input and all the templates
is less than a fixed minimum threshold, teys rejects the input, which implies that the user presenting the input
is notone among the enrolled user$. [4

1.2 Category of Biometrics Technique
Biometric techniques can be divided into two categoiies physical characteristics and behavioral
characteristics basedethods

0] Physical Characteristics Based Techniques

Biometric techniques based on physical characteristics of human being shahdagometry, fingerprint
palmprint etc. are called physic&aturesbased techniques. Following are examples of biometric techniques
based on physicd¢atures
Hand geometry recognition
Face recognition
Vein pattern recognition
Retina recognition
Iris recognition
Fingerprintrecognition

Too Too Too oo T I

(i) BehaviouralCharacteristics Based Techniques
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Biometric techniques which adependon the behavior of human beilige as voice, signature, gait, keystroke
etc. are called behavioral characteristics based techniques. Following are examples of hiwetteddsbased
on behavioral characteristics.

A Voice recognition

A Signature recognition
A Keystroke dynamics
A Gait recognition

1.3 Modules of Biometric System
The biometric system consists of following four modules:
A Sensor module
A Feature Extraction
A Matcher
A System database

Sensor module It captures the biometric data pérson& Fingerprint sensor is example of sensor module,it
captures the ridge and valley structure of user finger.

Feature extraction: In this module captured biometric data is processetiset of features are extracted.

Matcher module: In this module tgproducematching score duringecognition,features are compared against
the stored templates.

System database moduleThis module stores the templates of users. It stores the multiple templates of user to
account fordeviationsobserved in biometric data & templates atabase are updated over timg [4

1.4 Biometric Technologies
1.4.1 Fingerprint Identification

Fingerprint identification is the method of identification using perceptionmade by the minute ridge
formations or patterns found on the fingertips. No two persons have exactly theosapremisef ridge patterns
(even identical twins), and the patie of any one individual remain unchanged throughout life.

1.4.2 Hand Geometry

When measuring hand geometry biometrics, tiegensional image of the handdscupyand the shape and
length of fingers and knuckles are measured. Hand geometry has liserfon many years imanyapplications,
predominantly for access control. The technology does not achieve the highest levels of accuracy but it is
appropriateand fast use. On the capture process a user places a hand on the reader, aligning firrgpesiaiti
situatedguides. Cameras, positioned on above and on the sldmndfcapturémages from which measurements
are taken aselected points

1.4.3 Face Recognition
Face recognition technologies analyze the unique spagtern angositioning of faciahttributes The face is
naturalbiometric becausi is a key component in the way we humaasollectand recognizeach other. Face
recognition is verytypical technology andargely software based. Artificial intelligence is ugedduplicate
human interpretation of faces. The problem wtiman faces that people do change over time; wrinkles, beard,
glasses antbcationof the head can affect the performaoasiderably. Tancrease the accuracy aadjustto
these changes sorkiand of machinelearning has to bexecuted. Therare essentiallywo methods of capture:
employvideo or thermalimaging. Video is mordrequentas standard video cameras can be used. The precise
position and angle of the head amghboringightningc ondi t i ons may affect the syst

1.4.4 Finger Geometry

Finger geometry biometric is very closdiyked to hand geometry. The use of just one or two fingers means
more concentratedsmaller devices and even higher throughputo variationsof capture processes are used,
first being similar tchand geometrgefinedabove. The second technique requiresutter toinsert a finger into
aburrowso that threglimensional measuremeratthe finger can bprepared

1.4.5 Palm Scanning

Palm bionetrics is close to finger scanning andgpecificAFIS technology. Ridges, valleys and other minutiae
data are found othe palm as with finger images. Maiharmin palm biometrics industry is law enforcement as
latent images "palm prints"1 formedfrom the crime scenes is equally useful as latent fingerprints.
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1.4.6 Signature
Signature is one of the most accepted methods of assertinglentty. As wegenerallyuse it the signature is
scrutinized as atatic trace of pen on the paper.domputerze form the staticgeometry of signature is not
adequatao ensure the uniqueness of @sathor. Signature biometrics oftementionedto dynamic signature
verification (DSV) and look at the way we sign our names. Examples of these beHaetnasare the angle of
the pen is held, the time takendign, velocity andpeeding upf the tip of the pen, number tiimes the pen is
uplifted from the paper. Signature data canch&chedusinga special sensitive tablet pen, orboth. On some
easiercases equipment fourrelativelycheap frormormal computer stores cantged. Thisneasures the sound
that a pen makegersuspaper. Becausef the behavioralemperof signature, more than one signatregisteris
needed so that the system can buildddiler of the signingpropertieq5].

e

Gait Signature Retina

Figure 1.1 Examples of some of the biometric traits usedvididatingan individual

1.5 Architecture of a Biometric System

Basicallyspeaking, there are two phases in a biometric system (see Fig 1.2.): a Iphasegnrolment) and
a recognition phase (verificatiorjhe recognitiormodule permita decision to be taken. In identification mode,
the systenrelates. Thaneasured signal with tHetsof modelsoccupiedin the data base and selects mhedel
most closelyrelatedto thesignal. And Inverification mode, the system wibllatethe measuredignal with just
one of the data base models and themctionthe person orefusehim. Identificationmay be a very difficult task
if the data baseccupial thousands of individuals. Access tipeblems then become crucial.[6

Leaming
Signal Feature
) Data base or
Acquisition Extraction
smart card storage
Recognition
¥
Signal Feature Matching and
—_— -
Acquisition Extraction J decision
Action

Figure 1.2 The various modules of a biometric system

1.5.1 Different Problems with Different Scopes and Challenges
We refer to identify thregarious ways of using a biometric system:

1.Posi tive | defindidtHisipersonactwllyk odwn t o the system?0)
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Biometrics cancheck with high confidencethe authenticity of aequestedenrolment based on the input
biometric samplebusinessapplicatiors such as computer network logatectronic dataafety ATMs, credit card
shopping physical access control, cellular phones, PDAs, medical reaom@sgementsand distance learning
are samplealidationapplications.

2Lar ge Scal e ICkeekron thefexisteace of thepersaof in databdze )

Mentionedan input biometrisample, a largecalerecognitiondictatesf the pattern is associated widimy of
a bulk numbes (e.g., millions) of enrolled identitie€Classc largescale identification applicationsomprises
welfare payment national ID cards, border contyol d r licengecrim@al investigationvoter ID cardshbody
identification, parenthoodonfirmation missing childremecognitionetc.
(i) S c r e e nwhethgr a pefsonwanted? 0 )

Screening applicatiorsecretlyand unobtrusivelgecidewhether a person belongs taleecklist of identities.
Examples of screening applications coedahsist ofairport securitysafetyat publicevents, and other surveillance
applications. The screening watch list consistartdveragge.g., afew hundred) number of identities.

1.6 Biometric errors
There are two types of errors: Matching errors and image acquisition errors.
Multimodal Biometrics:
Unimodalbiometric system performs person recogniti@pencbn a single source of biometric informatidri].
Thesesystems are ofteinfluencedby the following problems:

1. Disorderedsensor data

2. Lack of individuality

3. Lack of invariantrepresentation

4. Susceptibility to circumvention

5. Non universality

Such factors lead to the usage of multimodal biometric for identifying individuals. Combining the evidence

obtained from differenproceduresising an effective fusion scheme @ppreciablémprove the overall accuracy
of the biometric system. A multimodal biometric system daninish the FTE/FTC rates and provide more
resistance against spoofing because it is difficutttocurrentlyspoof multiple biometric sources [7

1.7 evels of Multimodal Biometrics

Four possible levelsf fusion methods are used for combindaga from two are more biometric systems. These
are sensor levematchingscorelevel, decision leveland feature extraction leveFeatureextraction leveland
Sensor levebre called pranapping fusion leveland matching score level and decisitavels arecalled post
mapping fusion levels.
U Fusion at the sensor level
In this level raw data is acquired from sensing the same bionfesiticresnith two or more sensors.

P

Senzor
data 1

Feature
extraction

Feature
extraction

Figure 1.3: Fusion at sensor level

U Fusion at matching score level

In this fusion method there are two approaches for consolidating the scodesedrom distinct matchers
[9]. One of them is to formulate it as a classification problem anddabendis as a combination problem. In
classification method, a feature vectodésignedy using matching scores outputpHrsonaimatcher and then
categorizedntotwoc | as s e s : AAccepto and fARejecto.

U  Fusion at decision level

Combinatiorof information athis level can take place when each biometric matefygaratelghoose®n the
best match. Methods like majority voting and weighted voting can be used at the final d8¢isiothismethod
we use decision levelsion. At thistype of fusion, individualdecision is taken for each biometric type and then
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with weighting for eaclkind result,ultimate decision isadoptedfor final result. Thus, fusion at this level is the

Template 1

least powerful result [2].

Tezne
decision 1

Fuzion

Tesno
decizion

Feature . ..

Figure 1.4: Fusion at matching score level

Senszor
data 2

II. RELATED WORK

The research work performed in this field by different researchers is presented as follows:
Kankrale R.N. et al[1] author aims atombiningtwo biometric features namely iris and fingerprint at decision
level using Fuzzy logic. Multimodal bietric identification system toombinetwo or more physical traits to
minimize False Accept Rate (FAR) aRRR (False RejecRate)in moredetail, fuzzy logic based approach at
decision level is used for concatenation anerybiometric result is weighted f@ngagedn final decision. Fuzzy
logic is used for the effect of each biometric resu#gration The proposed multimodal systexttainsinteresting
results with several commonly used databases. For example, the aaporducedan interesting working point
with FAR = 0% and FRR=3.43% using entire CASIA Fingerprint and@annedseparatedame size siset of
the CASIA Iris databasi 3].

Mohamad Abdolahi et al. [2] Single biometric systems have lats of problemslike as noisy data, nen
universality, spoof attacks and unacceptable error rate. Tiestgctionscan beresolved by positioned
multimodal biometric systems. Multimodal biometric systems utilize two or more indiypdoedduresike face,

iris, retina ad fingerprint. Multimodal biometric systems improve idhentificationaccuracy more thaimimodal
methods. The author uses, twoimodalbiometrics, iris and fingerprint are used as mbidmetrics andlisplay
applyingthis biometrics has good result with high accuracy. Decision level is used for fusieneagdiometric
result is weighted foto take partin final decision. Fuzzy logic is used for the effect of each biometric result
combination.

N. Radha et al. [3 Authenticatiorof users is an essential and difficult to achieve in all systBiaslosedsecrets

like PIN i.ePersonal Identification Numbers or Passwords and key devices such as Smart cards are not presently
appropriatein certain situations. The biomat refinesthe capability to recognize the persons. A biometric
identification system is aself-directingrecognition system that recognizes a person based ghyisélogical
features€.g., fingerprints, face, retina, iris, ear) or behavifgatureqe.g., gait, signature, voice) characteristics.
In many reaiworld programsunimodalbiometric systems often face hasnarkabldimitations due to sensitivity

to noise, intra classconstancydata quality, nogeneralizatiomnd other factors. Multimodal biometric systems
overcome some of these limitations. Multimodal biometric syséssignsmore accuracy whenelatedto
unimodalbiometric system. The main goal of multimodal biometric system is to develspfttgsystem ér the
areas that require high level of security. The proposed systtessecdn expandinga multimodal biometrics
system, which uses biometrics such as fingerprint and iris. Fusion of biomeagcomplishedy means of rank
levelfusion. The featurefsom the biometricare obtained by using the FLD i.e. FishérearDiscriminate The
experimental result shows the performance of the proposed multimodal biometrics system. The décigibn is
using rank level fusion and the ranks of individual pessare calculated using the Borda count, and Logistic
regression approaches.

P.U. Lahane and S.R. Ganorkar [4]Basic aim of a biometric system is to automaticdliifferenceamong
subjects as well as protect data. It also protects resources access from unauthorized users. Tohesartbdas
biometric identification system that representgeauinealternative to conventional approaches. In biometric
system physical or behavidnaropertiesare used. A multimodal biometric identification system aims to fuse two
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or more physical or behaviorpfocessesMultimodal biometric system is used in order to improve the accuracy.
Multimodal biometric identificatioisystem reliesn iris & fingerprint trait is proposed. Typically in a multimodal
biometric system each biometpcopertyprocesses its information independently. The processed information is
combined using suitablefusion schemg§l15]. Individually, the correlationof data bas template and the input

data is done with the help afgorithmEuclideandistance matching. If the templates are matched the person can
access the system. FAR & FRR are also checked with different threshold level. Multimodal biometric system
providesideal False Acceptance Rate (FAR) & False Rejection Rate (RR&gforemproving system accuracy

& reliability.

Rupesh Wagh and Arti P choudhary [5] Theauthors concluded that Multimodal biometrics gives accuracy in
providing results asontrastto unimodal systemWith experimental results it will prove that accuracy of
multimodal system isefinedthan fingerprint and Iris unimodal system. Ttagusing digital image processing
with cryptography i.e. two technologies a@mbined14].

Taruna Panchal and Ajit Singh [6]. They concluded that the biometric template is much more secure than before
as there was just little change in biometric template using parity check method used in watermarking technique.
The modified data is encrypted and hendele decryption real data is not exposed which also overcomes
encryption disadvantage. It provides good security and is suitable for any large scale data. In future, these
techniques can be applied to different attack areasoteq attacking on thesgeas.

[ll. PROPOSED WORK

1.1 Problem Formulation
Unimodalbiometric system performs persiolentificationbased on a single source of biomestitistics Such
systems are often affected by the following problems:
U Noisy sensor data
U Nor universality
U Lack ofindividuality
U  Susceptibility to circumvention
U Lack of invariant representation
Such factors lead to the usage of multimodal biometric for identifiiungians Combining the evidence
obtained fronvariousmodalities using an effective fusion scheme appreiably improve the overall accuracy
of the biometricsystemMultimodal biometric system can reduce the FTE/FTC rates and provide more resistance
versusspoofing because it is difficult woncurrentlyspoof multiple biometric sources [8].Multimodal biomies
system has lots of advantage as foll¢9@3:
9 Its makes better system operations.
1 Its accuracy is better @ontrasto the unibiometric system.
1 It prevent from stolen the templates of biometric system as at the tioekthe two characteristics of
biometric system in the database.

1.2 Proposed Work

The basic idea behind the problem is to improve the performance and feature extraction of multimodal biometric
systemsapplying varioustechniques In the suggestedpproach, theéwo biometrictemplateswill fuse ahead
matching to generate multimodal biometric template. The tengdatedn the database is not secure as a number
of attacks are possible like modification of template etc. In order to provide dasatfeyglifferert encryption
technique will be used to generate secure template.

IV. RESULTS AND ANALYSIS

4.1 Planning of work

Our main focus is to enhance the technique of feature extraction of both the characteristics. This enhancement
is done through feature levektraction and fusion is done through fuzzy logic. Then the fused vector is encrypted
using different security technology.

Step 1: Fingerprint and Iris biometric sample willreeordedusing different sensors.

Step 2: Features will be extracted differgritbm both the biometrics.

Step 3: Fusion of both extractettributeswill take place at this level (i.e fusion at feature extraction level)
using neural network or fuzzagpmb or genetic algorithm. The feature sets originating from multiple biometric
algorithms will integrateinto a single feature set by the application of appropriate feature normalization,
transformation and reduction schemes.
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Step 4: Generated template will be stored in the database.
Step 5: Above stored template will be protedtedugh Cancellable Biometric.
Step 6: Security wilforby increase by encrypting the template using cryptography.

4.2Tool Used
4.2 1IMATLAB

MATLAB (matrix laboratory) is anulti-paradigmnumerical computingnvironmenta highlevel language
and interactive environmentand fourth-generation programming languadger numerical computation,
visualization, and programminyIATLAB provides builtin 2-D and 3D plotting functions, as well as volume
visualization functions. You can automaticaiyoducea report when you execute a MATLAB program. The
report contains yar code comments, and program resudtmtainingplots. Reports can be published in a variety
of formats, such as HTML, PDF, Word, or Latex.

4.2.2Fuzzy logic

These areused for the fusion of two feature extracted templates. Fuzzy logic enables rdesthe
information in asameway like human thinking, i.e. biggainstsmall or highagainstiow. It makes intermediate
values to bexplainedbetween true and false by partial set memberghi)s

4.3Methodology

4.3.1Fingerprint Recognition
A fingerprint iscollectionof ridges and furrows which are parallel and have same width [2].

4.3.2Iris recognition
Iris is a circular diaphragm which pdacedbetween cornea and lens of the human eye. The function of iris is to
control the amount of light entering through the pupil.

4.4 Steps for fingerprint recognition:

The fingerprint samples are saved in a folder for feature extraction and the feataotiaxtis done in the
fingerprint recognition systems. Following are some figures.

4.4.1 Load Click the Load button to load the fingerprint sample in the Fingerprint recognition system.

4.4.2 CLAHE Click on the CLAHE to get the Contrast Stretching.

4.4 3FFT Enter any FFT value between 0 and 1 and then we get the enhanced image according to that value

Fingerprint Recognition [SRRCIN X
File Edit View Insert Tools Desktop Window Help ~
Fingerprint Recognition

Enhancement by FFT Contrast Stretching Using Clahe

ROl Area NN
Thining d (| \ \

f \ \ \
ST NN

400 ','IH\& W NN AN\
| Bdract | (1/1] !\ AR
B/ /AN RN
_Save /\iw\\‘\\z\\\ \
Match = -

50 100 150 200 250

Finaarnrint \/arifinatinn

Figure 4.1 Enhancement by FFT & CLAHE
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4.1.4 Direction

[d ringerprint xecognmon e —

Eile Edit View Insert Tools Desktop Window Help L
Fingerprint Recognition

Enhancement by FFT Orientation Flow Estimate

. ROl Area
Thining

Extract

Real Minutia

Save
MWatch

:

:

L

100 150 200 250 100 150 200 250

Fingerprint Verification
Figure 4.2 Direction
4.1.5 ROI Area

BB Fingerprint Recognition L e —

Eile Edit Yiew Insart Tools Desktop Window Help ~
Fingerprint Recognition

Enhancement by FFT Region Of Interest(ROI)

Load
Ciane
n

Direction
RS Araa. ]
Thining

Extract
Real Minutia |

Save

Match

50 100 160 200 250

Finaerorint \Verification

Figure 4.3 Region of Interest
4.1.6Thinning

2 Fingerprint Recog

tion L p——

Fingerprint Recognition

Enhancement by FFT Thinned-ridge map

Extract
Feal Minutia
Save

Match

160 200 260 260

Finaerprint Verification

Figure 4.4 Thinnedridge map
4.1.7 Extract

BB Fingerprint Recognition L p——
Eile Edit View Insert Tools Desktop Window Help ~

Fingerprint Recognition

Enhancement by FFT Minutia

DO N NN
NN
VAR QNN

\ NN
Extract ]|
Real Minutia |

Fingerprint Verification

Figure 4.5 Extract

4.1.8 Real MinutiaBy clicking real minutia we will
get the real image of the minutia to which we have
to match the fingerprint.

B Hingerprint Kecognition L s
Eile Edit View Inzert Tool: Desktop Window Help ~
Fingerprint Recognition

Remave Minutia Minutia

Fingerprint Verification

Figure 4.6 Real Minutia

4.1.9 SaveClick on the save button to save the
extracted image.

Fingerprint Recognition

agea) Minutia

Fingerprint Verification

Figure 4.7 Saving the extracted image

4.1.10 Match the saved image and the previous
image is then matched to get the 100% result. Here
we will find whether the person is genuine or fraud

jew [nsert Tools Desktop Window Help -

Fingerprint Recognition

Remove Minutia Minutia

Load

I
ciane |
n |
Direction |
J

|

ROl Area
Thining

Edract |
Real Minuia |
Save |

men |

Fingerprint Verification

Figure 4.8 Match score
4.2 Steps for iris recognition
The overall process for acquiring and storing iris
features with iris images can gvenas follow:

4.2.1 The images are stored in a folder.
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re 4.9 Iris sample images

4.2.2 Write down the command in command
window in MATLAB to get the segmented image of

iris

4\ MATLAB 760 (R20083)

D6 £%090 B3| 0 Cumentbirectony: Cis -E@e

File Edit Debug Parallel Desktop Window Help
Shortcuts 2] Howto Add 2] What's New
Cument Directory * 0 8 X Warkspace
a58 2 -
Al Files « Type S
J diagnostics File folder A
DS_Store DS_STORE 463
_.DS_Store DS_STORE 2k
100 bmp BMP Fils Wk
10 1.bmp BMP File Mk
I 10_2.bmp BMP File Nk
103 bmp BMP File Mk
% 119 1.1 TIFF image 183K _
- i Sun e e
. 0 v
Command History wOax
23

¥arning: Name is nonexistent or mot a directory: C:lgarima code.
>> main(*18_1.bmp')

Figure 4. 10 MATLAB command window

4.2.3All the images will be stored in the diagnostic
folder as shown below

el Pictures

H Videos
% Computer
o LENOVO (D)

@ Network

& Windows?_05 (C:)

rr——
23 30 3.0-houghpara 3.0-polar

Figure 4.11 Diagnostics folder

We will get thefollowing images in the folder

Bmp-normal

] 18_Lbmp-normal - Windows Photo Viewer

File ~ Print v

Burn * Open = -

Hgﬁ’ / !'z S . %
Figure 4.12 bmpnormal

Noise
(] 18_1-noise - Windows Photo Viewer Lo | & st
file v Print v Emsil  Bum v Open ¥ L

4 |
W L P
Figure 4. 13 N0|se

Polar
- -
7] 18 1-polar - Windows Photo Viewer [E=SEl™ >
File = Print =  E-rail Burm ~ Open = (2]

(I = @lq—(hglﬂ 5 ¢ | <)
' Figure 4.14Polar ‘

Polar noise
=] 18 1-polarncise - Windows Photo Wicwer o= | (5 | )
File — Print  — E-mnail Burmn ~ Open — -
C e = D)= > e <)

Figure 4.15Polar Noise

Segmented
7=] 18_1-segmented - Windows Photo Viewer C=na=
File ¥ Print v E-mail Burn ¥ Open v

& = c---—zﬁs-u;a I
Figure 4.16 Segmented Image

4.3 Fusion Copy all the extracted images of
fingerprint as well as iris in the fusion folder and run
the fusion program in MATLAB.
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Figure 4.17 extracted images in a folder

Now take a fingerprint image and a segmented iris
image and fuse them using a program in MATLAB

[ B Figure 1 e [ (o)

File Edit View Insert Tools Desktop Window Help

DS D (B[RRI DE - |E|0E| =

BackGround ForeGround Fused

Figure4.18 Fusedimage

Then the fused image will be saved in the folder as
combined grey name.

€)= [J » Computer » Windows?.05 (€) » fusion oo || Seerch fusior 5
Organize v ™ Preview v Slide show Print E-mail Bumn New folder =~ @ @
© Favorites 19 0-zegmented  20_0-segmented 1 121 131
. 4
& Music 4 =
;‘:‘:“"“ 1141 151 n61 171 181
& ' <4
8 Computer i
& Windows7_0s (¢ F ¥
< LENOVO () ¥, ’ S |
1191 1201 CombinedColor | Combinedgrey fuse
€ Network ‘ ‘
fuselmages untitied =
Combinedgrey Date taken: Specify date taken Size: 388 KB
i PNG File Dimensions 256 %256

Figure 4.19Fused ﬁges saved

4.4 Encryption and Decryption
Copy the fused image in the encryption folder.

)
)=/ + Computer » Windows?.05 (©) » enc-dec Y T 5]
Oeganion v R Previow . Sise show, . Brnt o E-email . Bu, Newefoldar ———
W Favorites 4 ‘
Combinedgrey dec enc
1™ Computer
& Windows7_0S ()
o LENOVO ©)
@ Network
ey D Sy e e 388 K8

Figure4.20 Fusedmagesin the Folder

Enter the key foencryption

Figure 4.21 Command window in MATLAB

Figure 4.2 Encrypted Image

Figure 4.235aved encrypted image

To decrypt the image, enter the same key and we
will get decrypted image saved with the name of
0_imgname

Figure 4.24Command window of MATLAB
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