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Abstract-Biometric authentication systems based on deep learning have achieved remarkable accuracy; however, their 

black-box nature raises serious concerns regarding trust, transparency, bias, and security, particularly in high-stakes 

applications such as digital identity management, border control, and financial services. To address these challenges, this 

paper proposes an Explainable Artificial Intelligence (XAI)–driven biometric authentication framework that enhances both 

decision transparency and system reliability without compromising recognition performance. The proposed approach 

integrates attention-based deep neural networks with post-hoc explanation techniques, including Gradient-weighted Class 

Activation Mapping (Grad-CAM) and SHapley Additive exPlanations (SHAP), to identify and visualize discriminative 

biometric features influencing authentication decisions [2]. The framework is evaluated on benchmark biometric datasets 

across different modalities, demonstrating how explainability facilitates model interpretability, bias detection, and 

robustness analysis under adversarial and spoofing scenarios. Experimental results show that the proposed explainable 

model maintains competitive authentication accuracy while providing faithful and stable explanations of model behavior. 

Furthermore, explainability analysis reveals modality-specific vulnerabilities and demographic bias patterns that remain 

hidden in conventional deep learning models. These insights support improved model debugging, regulatory compliance, 

and user trust. This study highlights the critical role of XAI in advancing trustworthy and human-centric biometric 

authentication systems, paving the way for transparent, secure, and ethically aligned AI-based identity verification. 
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1. INTRODUCTION 

1.1 Background 

Biometric authentication is the process of verifying an individual’s identity using unique physiological or behavioral 

characteristics, such as facial features, fingerprints, iris patterns, voice, or gait. These systems are widely deployed 

across diverse domains, including security, healthcare, financial services, and access control—because they provide 

higher reliability, convenience, and user-friendliness compared with traditional authentication methods, such as 

passwords, PINs, or physical tokens. Biometric systems offer the advantage of continuous verification, reduced fraud, 

and streamlined access, making them an integral component of modern identity management solutions. 

The adoption of deep learning techniques has significantly improved the performance of biometric recognition 

systems. Convolutional neural networks (CNNs), recurrent neural networks (RNNs), and transformer-based 

architectures can automatically extract complex representations from raw biometric data, often surpassing classical 

handcrafted feature-based methods in accuracy and robustness. However, the highly non-linear nature of these models 

introduces a major limitation: lack of interpretability. Deep learning models often function as “black boxes,” providing 

little insight into how decisions are made. This opacity raises concerns for both system designers and end users, 

particularly in high-stakes applications such as secure facility access, financial transactions, and healthcare systems, 

where erroneous decisions can have serious consequences. 

 

1.2 Explainable AI in Biometric Systems 

Explainable Artificial Intelligence (XAI) seeks to address the interpretability problem by generating representations 

that clarify how and why models produce specific outputs [5]. Techniques such as attention mechanisms, saliency 

maps, gradient-based visualizations, and concept activation vectors allow researchers and practitioners to investigate 

which features or regions of the biometric input most influence model decisions. By revealing the internal reasoning 

of AI systems, XAI facilitates debugging, error analysis, and reliability assessment, making it a critical component in 

trustworthy biometric systems. 

 

Explainability is not solely a technical requirement; it also has important social and regulatory implications. Trust 

in AI systems depends on their ability to provide meaningful explanations. Furthermore, emerging policies on AI 

ethics increasingly emphasize transparency, accountability, and fairness, underscoring the necessity of interpretable 
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models, especially in sensitive applications like identity verification. 

 

1.3 Importance of Explainability in Biometric Authentication 

In biometric authentication, explainability offers multiple practical benefits: 

 

Bias detection and fairness: XAI can reveal demographic or population-specific biases embedded in training data 

and model decisions, which is crucial for equitable system deployment. 

 

Security assessment: By analyzing how models respond to adversarial inputs or spoofing attempts, explainable 

methods can help identify vulnerabilities and improve robustness. 

 

User trust and adoption: Interpretability allows end users and system operators to understand decisions, increasing 

confidence in the system, particularly where privacy and access rights are concerned. 

 

Despite these advantages, explainable AI remains underutilized in biometric authentication. While research in XAI 

and biometrics has progressed rapidly as separate domains [1], their intersection is still limited, with most studies 

focused on face recognition. Other biometric modalities—such as fingerprints, iris, voice, gait, and multimodal 

systems—remain largely underexplored. 

 

Moreover, existing studies predominantly evaluate explainability using technical metrics (e.g., fidelity, stability, 

sparsity), with limited consideration for human-centric evaluation, such as user comprehension, usability, or trust. 

This gap highlights the need for research that aligns technical interpretability with practical utility for end users and 

stakeholders. 

 

1.4 Scope and Contributions of the Paper 

 

This paper provides a comprehensive review of explainable AI methods applied to biometric authentication. It 

examines the strengths and limitations of existing approaches, highlights gaps in current research—particularly in 

underexplored biometric modalities and human-centered evaluation—and identifies future directions to advance 

trustworthy and secure AI-based biometric systems. By integrating technical and user-centric perspectives, 

explainable biometric systems can achieve higher transparency, robustness, and societal acceptance, facilitating 

responsible deployment in real-world applications [5].. 

2. RELATED WORK 

2.1 Biometric Authentication 

Biometric authentication systems identify or verify individuals based on measurable physiological or behavioural 

traits. Physiological traits include fingerprints, face, and iris, while behavioural traits include voice and keystroke 

dynamics. These systems are increasingly integrated with deep learning models because of their capacity to learn 

complex features and perform robust matching across varied acquisition conditions. However, high performance often 

comes at the expense of interpretability [5]. 

2.2 Explainable AI (XAI) 

Explainable AI refers to a suite of techniques that aim to make complex machine learning models more transparent, 

interpretable, and understandable to humans. XAI approaches can be model-agnostic—applicable across model types 

such as LIME (Local Interpretable Model-agnostic Explanations) and SHAP (SHapley Additive exPlanations)—or 

model-specific, focusing on internal representations like attention maps or gradient-based saliency methods. For 

example, Grad-CAM (Gradient-weighted Class Activation Mapping) provides visual interpretability by highlighting 

regions of an image that most influence a model’s decision [3].  

2.3 Explainable XAI for Biometric Systems 

Recent literature shows the emergence of explainable biometrics as a domain where XAI methods are applied to 

understand biometric systems’ decisions. A systematic review on explainable biometrics concludes that existing work 
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is predominantly concentrated on face recognition tasks and that most explanation evaluations rely heavily on 

model-centric metrics such as visualization rather than human-centric understandability measures [4]. There remains 

significant potential to expand XAI to other biometric modalities and to evaluate explanations from user-oriented and 

fairness perspectives [5].  

3. EXPLAINABILITY TECHNIQUES FOR BIOMETRIC AUTHENTICATION 

This section outlines common explainability methods used in biometric authentication systems: 

3.1 Post-hoc Model-Agnostic Methods 

• Local Interpretable Model-Agnostic Explanations (LIME): Explains individual predictions by approximating 

the model locally with simple interpretable models. 

• SHAP (Shapley Additive Explanations): Attributes contributions of features toward the model output based 

on cooperative game theory. 

These techniques are widely used due to their flexibility across model types, but they may not fully capture deep 

models’ internal logic or provide insight into spatial features relevant in biometrics. 

3.2 Gradient-Based Visualization 

Gradient-based visualization techniques are among the most widely used post-hoc explainability methods for deep 

learning models in biometric authentication. These methods analyze the gradients of the model’s output with respect 

to the input features to estimate how sensitive the prediction is to changes in different regions of the biometric sample. 

By computing and visualizing these gradients, techniques such as Saliency Maps, Guided Backpropagation, and 

Integrated Gradients highlight the input pixels or features that contribute most strongly to a particular classification 

decision. In biometric applications, gradient-based visualizations can reveal which facial regions, fingerprint patterns, 

or iris textures the model relies upon during authentication, thereby offering insight into model behavior. Although 

these methods are computationally efficient and model-agnostic, they may suffer from noise and instability, which 

necessitates complementary quantitative evaluation and smoothing strategies to ensure reliable and interpretable 

explanations. 

• Grad-CAM: Generates class activation maps by computing gradients of the target output with respect to 

convolutional feature maps to highlight important regions in input images. 

These visual explanations are particularly useful in image-based biometric systems, helping identify which facial 

or textural regions influenced decisions. 

3.3 Attention Mechanisms 

Embedding attention mechanisms within deep neural networks offers a form of intrinsic interpretability by enabling 

the model to explicitly learn and assign importance weights to discriminative features during the decision-making 

process. Unlike post hoc explanation methods, attention-based architectures integrate interpretability directly into the 

model, allowing internal representations to be more transparent. The resulting attention maps can be directly visualized 

and analyzed to identify which regions or attributes of the biometric input—such as facial regions, fingerprint ridges, 

or iris textures—most strongly influenced the final classification. This direct interpretability facilitates better 

understanding of model behavior, supports error analysis, and enhances user trust by providing intuitive explanations 

of how biometric evidence contributes to authentication decisions. 

4. EVALUATION OF EXPLAINABILITY AND PERFORMANCE 

4.1 Accuracy and Robustness Trade-offs 

In biometric authentication systems, explainability should be assessed in conjunction with traditional recognition 

performance metrics such as False Acceptance Rate (FAR), False Rejection Rate (FRR), and Equal Error Rate (EER), 

rather than being treated as an independent objective. While high recognition accuracy remains essential for ensuring 
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system reliability and security, the incorporation of explainable AI techniques must not compromise core performance 

requirements. Integrated explainability approaches should therefore strive to preserve or enhance classification 

accuracy while simultaneously generating interpretable and meaningful outputs that clarify model decisions. 

Evaluating explainability alongside standard biometric metrics enables a balanced assessment of both system 

effectiveness and transparency, ensuring that interpretability enhancements contribute to trustworthy deployment 

without degrading operational performance. 

4.2 Explainability Metrics 

Qualitative evaluation in explainable biometric systems is commonly conducted through visual inspection of 

explanation artifacts such as saliency maps, heatmaps, or attention visualizations, which provide intuitive insights into 

the regions or features influencing model decisions. However, relying solely on qualitative assessment can be 

subjective and insufficient for rigorous validation. To address this limitation, model-centric evaluation can be 

augmented with quantitative metrics such as fidelity, stability, and sparsity, which measure how accurately 

explanations reflect the underlying model behavior, how consistent they remain under small input perturbations, and 

how concise or focused the highlighted features are. While these metrics offer a more objective assessment of 

explanation quality from a technical standpoint, they do not capture how explanations are perceived by humans. 

Human-centric evaluation, although less frequently adopted in biometric XAI research, focuses on assessing the 

interpretability, clarity, and usefulness of explanations for end users and domain experts. This lack of systematic 

human-centered evaluation represents a notable research gap, as highlighted in existing studies [5], and underscores 

the need to align technical explainability with user understanding and trust in real-world biometric applications. 

 

4.3 Security and Adversarial Analysis 

Explainability can play a crucial role in strengthening security assessments of biometric systems by uncovering 

potential vulnerabilities that are otherwise hidden within complex deep learning models. By analyzing internal 

activation patterns, attention maps, or feature attributions under adversarial inputs and spoofing attacks, explainable 

AI techniques can reveal how and why a model is deceived or misled. Such insights enable researchers and 

practitioners to identify sensitive features, weak decision boundaries, and exploitable patterns that attackers may 

target. Moreover, understanding model behavior in response to deliberate perturbations or presentation attacks 

facilitates the development of more robust defense mechanisms and improved training strategies. This increased 

transparency not only enhances the resilience of biometric authentication systems against malicious threats but also 

builds greater trust among users and stakeholders by demonstrating that security risks are actively analyzed and 

mitigated rather than obscured by black-box decision-making. 

5. CHALLENGES AND OPEN ISSUES 

Despite the promising progress in explainable biometric systems, several critical challenges remain unresolved. First, 

multimodal explainability continues to be underexplored, as the majority of existing XAI research in biometrics is 

heavily centred on face recognition, with comparatively limited attention given to other biometric modalities such as 

fingerprints, iris patterns, voice, gait, and behavioural traits. This narrow focus restricts the generalizability of 

explainability techniques and limits their applicability in real-world multimodal biometric systems. Second, human-

centric evaluation represents a significant gap in current research, as most studies assess explanation quality using 

technical or quantitative metrics, while neglecting how understandable, meaningful, and actionable these explanations 

are for non-expert users, operators, and decision-makers. Without systematic user-centred evaluation, the practical 

usefulness of XAI in biometric authentication remains uncertain. Third, bias and fairness pose ongoing challenges, as 

biometric systems often inherit demographic biases present in training datasets, leading to unequal performance across 

different population groups. Although explainable AI has the potential to reveal the sources of such biases, systematic 

and standardized methodologies for using explanations to detect, analyse, and mitigate fairness issues are still at an 

early stage of development. Addressing these challenges is essential for building equitable, transparent, and 

trustworthy biometric systems.  

There are several challenges persist: 
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1. Multi-modal Explainability: Most XAI research in biometrics focuses on face recognition, with limited work 

on fingerprints, iris, and behavioural biometric types. 

2. Human-Centric Evaluation: There is a lack of studies assessing explanation understandability from the 

perspective of non-expert users. 

3. Bias and Fairness: Explanations must be used to uncover and mitigate demographic biases inherent in 

biometric datasets, but systematic approaches are still in early stages. 

Future research should address these gaps by incorporating cross-modal explainability methods and evaluating 

interpretability with both technical and human-cantered criteria [5]. 

6. FUTURE DIRECTIONS 

Advances in explainable biometric systems should integrate contextual and application-specific explanation 

techniques that go beyond generic model-agnostic approaches. User-adaptive explanations are essential to 

accommodate different levels of expertise, ensuring that end users, system operators, and domain experts receive 

explanations that are comprehensible, actionable, and relevant to their decision-making needs. Federated and privacy-

aware XAI techniques allow explanations to be generated without requiring centralized access to sensitive biometric 

data, thereby maintaining user privacy while still providing transparency into model behavior. Additionally, the 

development of standardized protocols for explainability evaluation is critical, combining both quantitative metrics—

such as fidelity, sparsity, and stability—with human-centric assessments of interpretability, trust, and usability. 

Integrating these context-aware and user-focused strategies will enable explainable biometric systems to achieve both 

technical reliability and practical trustworthiness, facilitating broader adoption in real-world applications. 

7. CONCLUSION 

Explainable Artificial Intelligence (XAI) provides a critical pathway for developing trustworthy, transparent, and 

accountable biometric authentication systems by addressing the inherent limitations of conventional deep learning 

models, which are often criticized as opaque “black boxes.” Although deep learning techniques have demonstrated 

remarkable performance across various biometric tasks, their lack of interpretability raises concerns related to security, 

bias, fairness, and user confidence—particularly in high-stakes applications such as identity verification and access 

control. Recent survey studies indicate a growing research interest in explainable biometrics, reflecting the need to 

better understand model decisions and failure cases. However, this body of work remains largely concentrated on face 

recognition, leaving other biometric modalities such as fingerprint, iris, voice, gait, and multimodal biometrics 

underexplored. Furthermore, most existing studies focus primarily on technical explainability metrics, with limited 

emphasis on evaluating explanations from a human-centered perspective, including usability, comprehensibility, and 

trustworthiness for end users and domain experts. By effectively integrating technical interpretability methods with 

human-centric evaluation frameworks and fairness-aware design principles, future biometric authentication systems 

can enhance accountability, mitigate bias, and foster greater user trust, ultimately enabling wider adoption and societal 

acceptance of biometric technologies. 
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