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Abstract— This paper focuses at the user concerns when they are making electronic payment. The major
concern is for the security of their payment and identity theft. Everyday people are transacting billions of
dollars due to the business needs, shopping over Internet and from one person to another person. Now a
day’s end user is becoming more and smarter and they are very much concerned about their identity and
security of payment. This paper includes the survey results which was conducted to get an idea what
users are thinking while transacting online. The security and privacy according to the user.

I. INTRODUCTION

In the early 1990s the business and consumer world encountered a new way of conducting trade business, which
was named electronic commerce (e-commerce). Over the years electronic commerce has evolved into a popular
and acknowledged way of conducting business. While researchers are still trying to understand it and gauge its
importance and turnover, e-commerce is changing and growing incredibly quickly, producing such
extraordinary results from both business and customer perspective that its phenomenon cannot be overlooked by
anyone who has ever thought of conducting business, whether in online or offline environments. With many
organizations and people laboring in the field of e-commerce it has become very clear that ecommerce is here to
stay and organizations and customers are trying to get maximum benefit from it.

E-payment is a subset of e-governance which is the application of electronic means in the interaction between
Government and Citizens and Government and Businesses. E-payment can be described as the method of
effecting payments from one end to another end through the medium of the computer without manual
intervention beyond inputting the payment data.

An electronic payment system is needed for compensation for information, goods and services provided through
the Internet - such as access to copyrighted materials, database searches or consumption of system resources - or
as a convenient form of payment for external goods and services - such as merchandise and services provided
outside the Internet. It helps to automate sales activities, extends the potential number of customers and may
reduce the amount of paperwork.

E-Payment
E-cash, EFT, E-wallet, Cards etc.

Customer Business Entity
Products or Services
Figure 1: Electronic Payment Scheme
An electronic payment is any kind of non-cash payment that doesn't involve a paper check. Methods of
electronic payments include credit cards, debit cards and the ACH (Automated Clearing House) network. The
ACH system comprises direct deposit, direct debit and electronic checks (e-checks).

The main drawbacks to electronic payments are concerns over privacy and the possibility of identity theft.

Fortunately, there are many safeguards available to protect your sensitive personal information from falling into
the wrong hands.
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Il. WORKING OF ELECTRONIC PAYMENT

When it comes to payment options, nothing is more convenient than electronic payment. You don't have to write
a check, swipe a credit card or handle any paper money; all you have to do is enter some information into your
Web browser and click your mouse. It's no wonder that more and more people are turning to electronic payment
- or e-payment - as an alternative to sending checks through the mail.

Basically there are three important parts when it comes to processing credit and debit card payments, whether
online, via phone sales, or even in person. At one end you, the business owner or merchant. On the other end is
customer. And in between is a lot of technology involved that connects two of you.

The merchant: In order to accept credit and debit card payments from online customers, you’ll need to partner
with some key players. As a business owner, it's likely you'll need a merchant bank (sometimes called an
acquirer) that accepts payments on your behalf and deposits them into a merchant account they provide.

Customer: Similarly, in order for your customer to pay for your goods and services, she needs a credit or debit
card. The bank that approves her for the card (and lends her the cash to pay you) is called the issuing bank.

The technology: In the middle are two technologies that enable you and your customer to transact. The first is
the payment gateway, software that links your site’s shopping cart to the processing network. The second is the
payment processor (or merchant service), which does all the heavy lifting: moving the transaction through the
processing network, sending you a billing statement, working with your bank, etc. Often, your merchant bank is
also your payment processor, which helps simplify things.
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Figure 2: Payment Processing

I11. SECURITY REQUIREMENTS OF ELECTRONIC PAYMENT SYSTEM

Secure electronic payment system is very crucial for electronic commerce. Apart from the strong password,
secured internet connection, firewall and antivirus software we need some other important things to accomplish
the security of electronic payments. In order to ensure the security and integrity of each transaction they utilize
some or all of the following security technologies and measures such as Authentication, public key
cryptography, certificate, certificate authorities, digital signatures, SSL, SHTTP and secure electronic
transmission (SET) protocol.

Authentication: This is the process of verification of the authenticity of a person and or a transaction. There are
many tools available to confirm the authenticity of a user. For instance, passwords and id numbers are used to
allow a user to log onto a particular site.

Public Key Cryptography: Public key cryptography uses two keys, one public and one private, to encrypt and
decrypt data, respectively. Cryptography is the process of protecting the integrity and accuracy of information
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by encrypting data into an unreadable format, called cipher text. Public key cryptography uses a pair of keys,
one private and one public. In contrast, private key cryptography uses only one key for encryption. The
advantage of the dual-key technique is that it allows the businesses to give away their public key to anyone who
wants to send a message. The private key is not publicly known.

Digital Signature: Rather than written signature that can be used by an individual to authenticate the identity of
the sender of a message or the document; a digital signature is an electronic one. E-cheque technology also
allows digital signature to be applied to document blocks, rather than to the entire document. This lets part of a
document to be separated from the original, without compromising the integrity of the digital signature. A valid
digital signature gives a recipient reason to believe that the message was created by a known sender, and that it
was not altered in transit. Digital signatures are commonly used for software distribution, financial transactions,
and in other cases where it is important to detect forgery and tampering. This technology would also be very
useful for business contracts and other legal documents transferred over the web.

Certificate Authorities: Certificate authorities are similar to a notary public, a commonly trusted third party. In
the e-commerce world, certificate authorities are the corresponding of passport offices in the government that
concern digital certificate and validate the holder’s identity and authority.

SSL (Secure Socket Layer): SSL is a protocol developed by Netscape Corporation. SSL provides a relatively
secure method to encrypt data that are transmitted over a public network such as the internet, also offers security
for all web transaction, including file transfer protocol and telnet-based transactions. It provides an electronic
wrapping around the transaction that go through the internet. Authentication begins when a client requests a
connection to an SSL server. The client sends its public key to the server, which in turn generates a random
message from the server and sends its back.

SHTTP (Secure Hyper Text Transfer Protocol): Another protocol for transmitting data securely over the World
Wide Web is secure whereas SSL creates a secure connection between a client and a server, over any amount of
data can be sent securely, SHTTP is designed to transmit individual messages securely. SSL, SHTTP, therefore,
can be seen as complementary rather than competing technologies.

IV. SURVEY QUESTIONNAIRE AND RESULTS

A survey was conducted to get the response from the end users. The purpose of this survey was to get the idea of
users what they are thinking when it comes to electronic payment or online payment. What they are using while
shopping a credit card, debit card, cash or some other payment options. What according to them are secured way
of payment method? And many more questions which are given below along with the responses:

How often do you use cash?

&

How often do you use a credit card?

Less than 5 times

g - ey

n a month
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How often do you use an e-cheque?

@ Less than 5 tmes in @ month
@ 510 15 ames In @ month

® 1510 25 imes in a month

@ More than 25 times in a month

Do you think it is important that you have a currency in most places you pay?

Which bank is your main checking account?

@ Very important

@ Somewhat important
@ Notimportant not least
@ Somewhat unimporntant
@ Not Very important

@ Avs Bank

@® CICI Bank

@ Bank of Baroda
@ ABN Amro

@ HDFC Bank

@ ING Vysa Bank
@ s8l

® NCB

nv

How do you usually cash in on the counter or at the ATM?

@ Usually atthe counter
@ Always attha ATM

© Sometimes at the counter, sometimes
atthe ATM

@ Usually atthe ATM
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Did you know that banks and stores keep track of your payments if you use a
credit card or other electronic means of payment?

@ Yes
® No

If you use your electronic payment is sometimes known by the identity store.
Restrain you to make use of an electronic payment?

@ Yes, always
® Sometimes
@ No, never

Are you satisfied with the extent to which a bank card offers you privacy?

@ Very satisSed

@ Sassted

@ NotsatisSed, not dissatisSed
@ Dusatited

@ Very aasansted

@ Dontinow

Are you worried about the fact that a store knows what you buy if you pay
electronically using a credit or debit card?

@ Very concemed
@ Dolrvenes

@ Do not worry

©® Caretree

@ Very unconcemed
@ Do notknow
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Banks and shops can make mistakes with your money. Would you like to
register your purchases in order to demonstrate these errors, such as wrong

amounts?
@ Detnnely
@ FProbatey
© Myt mayde not
@ Probatiy not
@ Dooot
® Do not know

Do you think that stored information about your payment can use to improve

their services?
@ Detndely
@ Prodatey
9 Mayte, maybe not
@ Probabyy not
® Donot
@ Do notknow

Do you have a preference for a particular payment because it's easy to use?

@ Yes, prefetence for debit card
@ Yes preference for o-Choque
© Yeos, prefetence for Credit Card
@ Yes preference for cash

@ No preforence

® Other

If you ever ordered over the Internet, how often you pay?

creat coro "

Tele B.aﬂmg_ 53%
conn I <0
Debit carg 0%
e-Cheque $3%
Theough a & I 125%

|

Omer 3%
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What method of payment for Internet purchases is generally preferred?

£53%

Othqu 0%

Are you concerned when you pay via internet, that abuse can be made of your
data?

® Yeo:
®No

What do you think is the most secure payment method for payments through
the Internet?

Crost Cors . '
Toio Baciie I ¢
|

cavn I

Deba card 50%
e-Cheque 53%
Theough & & ‘ 125%
Omel, 0%
0 5 10 15 20 25 30 35 40 45

Have you ever used a credit card to pay on the Internet?

® Yes
® No
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How easy was it to the Internet with a credit card?

@ Very easy

® Easny

@ Notdifscult, mot easy
@ Difcunt

@ Very Dimcutt

What are the main problems you have experienced credit card payments over

the Internet?

@ Credit Refusal

@ Wrong amount debited

@ Credit card number solen

@ Having 10 give up &l kinds of
personal Fansaction could take place
before

@ No peoblems

@ Other

Have you ever lost money due to security vulnerability in the Internet?

@ Yes
® No

Do you have a preference for a particular payment because it is reliable?

18.8%

@ VYes, for debit card using
@ Yes, fore-Cheque

@ Yes, for Credit Card

@ VYes, for cash

@ No preference
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The security of payments is important for you if you use an electronic
payment?

@ Very imponant

@ Somewhat mmportant
@ Somewhat unimportant
@ Very urimportant

@ Do notinow

Keep on using a payment when you hear that there are security problems?

@ Ansolutely

@ Frobaby

© As Bely as not
@ Frobabiy mot
@ Cortainty not
@ Donlinow

Which of the said electronic payment because you avoid the security of
mistrust? (multiple answers possible).

Deddt card 533%

e-Cheque 87%

|

Crednt Card

|

werwor [
|
0 5

s

None

10 15 20 25 30 35 40 45

Is it important to you that no traces of your electronic payments such as your
name, account number or address?

@ \ery wmpoctant

@ Somewhat important
© Notimportant not beast
@ Somewhat urimportant
@ \Very unimpontant

® Ocathmow
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If a new system is introduced, then you trust any organization, or just based
organizations such as banks?

©® Each
© Ondy established otganizabons

Do you think a shop should offer you the choice to pay with the currency of
your choice?

® v
@ Somaedmas
9 No
©® Dontinow

Do you feel more at ease in payments that you are using something tangible
(eg a bank card)?

@ Azohsely
@ Somawnat
@ Not

@ Donthknow

Is it important to you that at any moment you can see how much money you
have?

@ Very imporant

@ Someenatimportant
© Not important

@ Somewhal urumportant
@ Very unimpcrant
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Do you professionally to deal with payment systems, such as bank employee,
investigator or as a software developer?

®n
® No

What industry do you work?

Agncultre 8 F__} o
oty andc NS (12 5%
Torco I ) 5%
Cmq'- 00N
Transportand. -0 0%)
Financal wost . 83%

Busness Sevv NN 12 5%
Pudic a0ming_ 1~ 0%

Hoam and we! I LB LY
Cutreandot |- O%
Sownce S Rer NN (7 5%

One I 15 5%

0 5 10 15 20 25 30 35 40 45

Age:

® <25
® 26-30
@ =31

Your Gender:

® Male
@ Female

o1
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Your Profession:
R 31.3%

10

5 63% 63% 63% 63% 63% 63% 63% 63% 63%

Asso... Engi... High... IT Lect.. Lect.. NGO.. Smal.. Stud.. mark...

V. CONCLUSION

To make any electronic payment secure first of all we should follow the basic instructions to make our
computers secure. After that Authorization, SSL, Cryptography, SSH, Digital Signature, Certificate Authority
(CA) and other things comes into the picture. According to the survey result 77.8% of users said that they prefer
to use only established organizations or banks to make transactions. Up to 50% of users are satisfied with the
security and privacy measures which are taken by their banks. 42.1% users think that the most secure payment
method for payments through the Internet is credit card and debit card. 35% of users think that using debit card
is reliable for shopping over Internet while 20% of users are thinking credit cards are more reliable. 84.2% of
users are thinking that security of payment is very important while for 10.5% of users it is somewhat important.
So, to conclude the security and privacy of electronic payment is very important for the users who are using
electronic payment system.
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